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TECHNICAL FIELD 
The invention relates to a circuit for detection of internal microprocessor 
watchdog device execution and a method for resetting a microprocessor 
system. 

BACKGROUND ART 

A watchdog device is employed in microprocessor systems to constantly 
monitor if the microprocessor properly executes its programs. A properly 
functioning microprocessor periodically performs certain activities, for instance 
storing a value in a register, sending an impulse to one of its outputs, or 
reading data. The watchdog device monitors these activities and if they do not 
occur in a specific period of time, it restarts the microprocessor to restore the 
proper execution of microprocessor program. 

In the existing systems, the watchdog device is built into the internal 
structure of the microprocessor, or constitutes a separate external circuit. 
Taking into account its functionality, the watchdog device, on its activation, may 
restart the microprocessor or the whole system. In case of a restart of the 
microprocessor itself, the restart of the whole system must be executed by the 
microprocessor. Some of the microprocessors having an internal watchdog 
device are provided with an output pin that provides information about 
activation of the watchdog device. Such information may be used for a restart 
of the whole system. 

In a typical system, the clock impulse generator sends signals to the 
microprocessor, to the watchdog device and to other circuits of the system. In 
case where the watchdog device is in a form of a clock impulse counter, it 
sends a microprocessor a start or a reset signal after having counted a certain 
amount of impulses. Under normal operating conditions, the microprocessor 
sends a signal to the watchdog device to avoid a reset. This signal causes the 
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watchdog to restart impulse counting. Therefore, during normal microprocessor 
operation the watchdog device is periodically reset. When the microprocessor 
operation is disrupted, the signal resetting the watchdog device will not be sent 
early enough and the microprocessor will be reset. 

A common problem occurs while writing data to a Flash-type memory, in 
which the program executed by the processor is stored, when it is necessary to 
control the access to this memory and set it to write or read mode. For a proper 
operation of the system, both the write and read operations must be performed 
without disruptions. If any disruption in microprocessor operation occurs and 
the microprocessor is reset by the watchdog device, it is necessary to reset the 
Flash-type memory as well. This requires a reset of the whole system. 

One of the known solutions to avoid the problem of access to the Flash 
memory is presented in the US patent no. 5,983,330 entitled "Microcomputer 
with Watchdog Timer Setting Suppressing Interrupt Request Processing Over 
Memory Data Write Operation to Flash Memory". That solution suggests 
disconnecting the watchdog device from the microprocessor while writing data 
to the Flash memory. However, this is not an ideal solution. It requires 
controlling the output signal of the watchdog device. Moreover, disconnecting 
the watchdog device increases the probability of system crash. 

Another solution is presented in a European Patent Office patent 
application no. EP 0 945 770 A2 entitled Electronic control unit and method 
having program rewriting function". It describes method for controlling a system 
while writing data to a Flash memory. The drawback of this method is that the 
processor should signal its abnormal operation. 

DISCLOSURE OF THE INVENTION 

In a circuit for detection of internal microprocessor watchdog device 
execution comprising a microprocessor with the internal watchdog device and 
with an input/output line transmitting information about microprocessor reset, 
and a device for resetting the microprocessor system, to the input/output line 
transmitting information about microprocessor reset, a clock input CK is 
connected, which triggers the flip-flop, whose data input D and an inverted 
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reset input /R are connected to the output of the device for resetting the 
microprocessor system, and the inverted flip-flop output /Q is connected to the 
input of the device for resetting the microprocessor system. 

The input/output line transmitting information about microprocessor reset 
can be connected to the power supply voltage through an external resistor. 

Th e reset of the microprocessor system resulting from the reset of the 
microprocessor can be performed when the inverted reset input /R and the flip- 
flop data input D are in a high state and the clock input CK changes from a low 
to a high state. 

The reset of the microprocessor system resulting from the reset of the 
microprocessor can be blocked by a low state of the flip-flop inverted reset 
input /R. 

In a method for resetting a microprocessor system comprising a circuit 
for detection of internal microprocessor watchdog device execution, after 
disruption of microprocessor operation, an input/output line of the 
microprocessor is set to a high impedance state and a system reset signal, 
generated by a flip-flop, is sent to a device for resetting the microprocessor 
system, and after finishing the resetting of the microprocessor system, the 
input/output line is set to a Ipw state. 

The microprocessor system can be reset, when the flip-flop has an 
inverted reset input /R, a data input D and a clock input CK, and the inverted 
reset input /R and the data input D are in a high state and the clock input CK 
changes from a low to a high state. 

The reset of the microprocessor system resulting from the reset of the 
microprocessor can be blocked by imposing a low state on the flip-flop inverted 
reset input /R. 

BRIEF DESCRIPTION OF THE DRAWINGS 
The object of this invention is shown in implementation examples in the 

enclosed drawings, in which: 

Fig. 1 illustrates a simplified schematic of a microprocessor, having an 

internal watchdog device; 
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Fig. 2 illustrates a plot of signals generated by a watchdog device, a flip- 
flop, and a system reset circuit; and 

Fig. 3 illustrates a fragment of a processor startup procedure, generating 
a signal used in detecting the activation of the watchdog device. 

BEST MODE FOR CARRYING OUT THE INVENTION 
Fig. 1 presents a system comprising a processor 1, a Flash memory 
block 16, a system reset circuit 19 and a flip-flop 12, responsible for detecting a 
reset of the central processing unit (CPU) 6 activated by the internal watchdog 
2. The flip-flop 12 is triggered by a rising edge of the clock signal CK, which 
results in outputting at the /Q output a signal that is input to its data input D. In 
addition, the flip-flop output can be reset asynchronously by a reset signal /R. 
The processor 1 comprises a CPU 6, a watchdog device 2 and an external 
memory controller 4. The CPU 6, in order to write data to the Flash memory 16, 
sends it to the external memory controller 4 through the data bus 17. The 
external memory controller 4 sends the data to the Flash memory 16 through 
the bus 9. During the normal operation of the CPU 6, the CPU sends, in 
specific time periods, a reset signal 5 to the watchdog 2. If the watchdog 2 does 
not receive the reset signal 5 within a specific time, it sends a reset signal 3 
only to the CPU 6. The reset of the CPU 6, initiated by the watchdog 2, without 
the reset of the whole system, including the reset of the Flash memory 16, may 
eventually cause a system crash. For example, the CPU 6 may then read 
incorrect data from the Flash memory 16. If the program executed by the CPU 
6 detects by itself an abnormal system operation, it can send a reset signal 8 to 
the system reset circuit 19, responsible for resetting the CPU 6, the Flash 
memory 16 and other circuits. The system, reset circuit has several inputs, 
activating the reset signals 20. The reset circuit is responsible for resetting 
specific attributes of variou? system components in a specific sequence. For 
example, the Flash memory should be reset before resetting the processor, 
which enables the processor to read proper data from the memory. The system 
reset circuit 19 can be activated also by other signals, for example by a reset 
signal 14 that detects power loss or by a manual reset signal 15. 
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The method for detecting the activation of the internal watchdog device 2 
and performing the reset of the whole system (not only of the CPU 6) is based 
on the fact that, after the reset of the CPU 6, the processor sets a high 
impedance state on its outputs 11, 18. Therefore, one input/output line H 
(WDOG_PIO) has been allocated for the purpose of detecting the activation of 
the internal watbhdog device 2. In certain CPU 6 configurations, the 
input/output lines H, 18 do not have internal resistors that connect the CPU 6 
pins to the power supply voltage V C c- For such a configuration, presented in 
this description, an external resistor 10 has been added. It enables to obtain a 
high state (a logic "1") on the WDOG_PIO input/output line 11 after the CPU 6 
is reset and the input/output line H is set to a high impedance state. The 
WDOG_PIO input/output line H of the CPU 6 is connected to the clock input 
CK of the flip-flop 12. The system reset signal 20 is connected to the data input 
D and to the inverted reset input JR of tine flip-flop 12. By monitoring the input 
signals, the flip-flop 12 can detect when the system reset should be performed 
- by triggering the system reset circuit 19 by a signal from the inverted /Q 
output through the line 13. The truth table for the flip-flop is presented below: 
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The truth table for the flip-flop 12 defines that the system reset is 
performed when the inverted reset input /R and the data input D are in the high 
state and the clock input CK changes from a low state to a high state. A low 
state of the inverted reset input /R imposes a high state of the inverted output 
/Q, despite the states of the clock input CK and the data input D, which 
prevents the reset of the system. 

Fig. 2 presents a plot of a Systemjreset signal 26 (triggered by the 
system reset circuit 19), a plot of the /Q signal 27 (triggered by the flip-flop 12), 
a plot of the WDOG_PIO signal 31 (triggered by the CPU 6) and a plot of the 
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CPtLnreset signal 45 (triggered by the internal watchdog 2). When the reset 
signal 21 is generated, the whole system, including the CPU 6, is reset. The 
reset of the CPU 6 results in setting the input/output line 18 to a high 
impedance state. The WDOGJPIO input/output line H of the CPU 6 is also set 
to the high impedance state, and through the resistor 10 it is set to a high state 
32. After the reset procedure is finished 22, the CPU 6 executes a program that 
results in setting the WDOGJPIO input/output line 11 to a low state (a logic "0") 
and performs further actions. The system starts its normal operation. If the 
system operation is disrupted, the watchdog 2 sends a reset signal 41 through 
the CPU_nreset output, which results in the reset of the CPU 6. Next, the CPU 
6 sets the input/output lines 18 to a high impedance state. The WDOG_PIO 
input/output line H of the CPU 6 is also set to a high impedance state, and 
through the resistor 10 it is set to a high state 34- *n the meantime, the reset 
signal becomes inactive 4Z The change in state 34 of the WDOG_PIO 
input/output line H results in activation of the flip-flop 12. The output 13 of the 
flip-flop 12 is switched to a low state 28, thereby activating the system reset 
circuit 19, which results in activating at its output 20 a reset signal of a low state 
23 . This signal switches the output 13 of the flip-flop 12 to a high state 29, 
which results in deactivation system reset signal. After the system reset is 
finished 24, the CPU 6, executing the processor startup program, sets the 
WDOG_PIO input/output line H to a low state 35, enabling further system 
operation. 

A proper operation of the described system requires setting the 
WDOG_PlO input/output line 11 to a low state after each reset of the CPU 6, 
which is for simplicity referred to as a processor in the further description. Fig. 3 
presents a fragment of a procedure performed during the startup of the 
processor, responsible for setting the WDOG_P10 input/output line H to a low 
state after the processor reset. The procedure starts from the processor reset 
50 . Initially, the processor sets all the input/output lines to a high impedance 
state in step 51 Next, it performs environment initialization procedures in step 
52 , where different operation parameters are set up. After the initialization is 
finished, the program from the Flash memory is executed in step 53. This 
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program in its first steps allocates a specific input/output line 11, called 
WDOG_PIO f and sets it to an output mode in step 54. Next, it sets it to a low 
state in step 55. Next, in step 56, the processor continues executing further 
commands of the program from the Flash memory. 



